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MINH HOA CAC KHAI NIEM CCNA
CHO NGU' 01 MG DE HINH DUNG

Luu y ebook nay dung cac vi du thuc té tuong tu dé gidi thich cac khai
niém vé mang, giip ngudi mdi dé hiéu, chir khong 100% khdp véi cac
khai niém vé mang.

Ngudi hoc sau khi ndm khai niém can thuc hanh trén thiét bj (EVE-
NG, GNS3, Packet tracer ho3c thiét bj that) dé hiéu ré cach cau hinh
va xu i Loi.

Tham gia nhém Chia sé kién thire, X Ui 16i quan tri mang cho ngudi
mdi bit.ly/lab-network
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1.M6 hinh OSI
Application
Presentation

Understanding

the OSI Model ™™™

Network

Data link

Physical
Xem video 0S| dé hiéu & bai 1 (free) & day bit.ly/hai-ccna

Cac thiét bi mang hoat dong theo mé hinh nay dé truyén tai thong tin
sang host dau xa. Vi du khi ta soan 1 mail trong outlook dé gtri.

T§ng application chinh la ph§n mém outlook. Khi ta m& outlook ra
soan mail, ta viét cac text roi paste hinh anh vao mail, thi viéc outlook
chap nhan cac text, hinh 3nh nay do tang presentation cho phép, tang
nay bao gom chi va hinh anh dugc st dung, vi du chif cé thé dam,
gach dudi, in nghiéng, anh cé thé dang png, jpeg..Tang nay chua lién
quan dén két noi mang. Sau khi soan xong email, chinh font chir vira y
roi thi ta bam nat send.

Sau khi bam send, ban tin sé& dugc d§y xu6ng t§ng session (session
layer) , né chuan bj cac théng tin nhu ip dich cGa mail server,
port(25,110,587.v.v...), kém vdi ndi dung mail. Sau dé guri xudng tang
transport.

Lic nay tang transport s& cit ndi dung mail thanh cac phan nhé va
dan so port dich, port source(ngau nhién), so th& tu vao moi phan nho
d6 (goi la cac gdi tin), va chuyén xudng tang network.
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Tang network thuc hién viéc tim nexthop dé day gdi tin di (dua vao
bang routing-table). Sau khi tim ra nexthop, géi tin dudc d3y xudng
tang data link layer, tai day thuc hién viéc dan dia chi mac cong thiét
bi hién tai va mac dich (mac cla cong router phia trudc), dan xong thi
packet dudc goi la frame.

Frame sau d6 dudc bién dai thanh tin hiéu dién tdr va truyen di trén
day mang (phan dién tir Ki su mang biét vay théi chir khdng rd biét cu
thé dang tin hiéu nhu nao, vi né thudc phan céng nghé vién thong,
khdng can nim siu)

Khi tin higu dién t& dén thiét bi dau xa, néu la router né dudc phuc hoi
thanh frame, roi router sé remove mac source/mac dich di; tir d6
router check xem IP dich la gi va tiép tuc quy trinh nhu trén dé
chuyén dén dich.

NEu gdp thiét bj switch thi tin hiéu phuc hoi thanh frame, va switch
check xem dia chi mac dich & dau, roi tra trong bang mac table, roi
forward frame dén mac dich.

C& nhu vay tin hiéu dén dudc thiét bi dich va dudc phuc hoi ngudc lai
thanh frame—> packet —-> lap lai thanh segment—> thanh ban tin
dang doc dugc va hién thi leén application.
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2. Vi sao can chia Subnet

Tai sao can chia subnet
e ————

IILII]
I

M6t cach hinh dung dan gian vé viéc can chia subnet cho cac ban sinh
vién mdi hoc:
- Ta tudng tugng 1 khu chung cu c6 10 tang

- V&i moi tang sé cé cac phong => Can danh so cho né (tuang tu nhu
gan dia chi IP cho cac may tinh)

- Ta quy hoach tang 1, cic phong sé& bt dau tir 101 dén 198, con sb 100
dudc quy hoach dé chi toan bd cac phong cua tang 1, ta cé thé goi
la"day 100"

Tuong tu cho tang 2 la 201 dén 299...Va khi néi "ddy 200" dudc dung dé
chi cac phong thudc tang 2.

Vi moi s6 phong nay tuong tu vdi 1 dia chi IP (vi du 192.168.1.101), con
khi ta noi "day 100", "day 200" => twagng dudng vdi dia chi network
192.168.1.0, 192.168.2.0

d moi tang sé danh ra so cudi (vi du 199, 299) dé lam phong truyén
théng, cé cac phuaong tién nhu loa phat thanh, khi BAL tda nha mudn
thong bao gi d6 dén toan bd cac phong; thi chi viéc dén phong dé va
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goi loa => phong 199 , 299... nay giéng nhu dia chi broadcast (vi du
192.168.1.255/24)

Nhu vay ta thay viéc quy hoach 1 khoang s6 (cho moi tang) lam viéc
quan i dé rang hon, dé tim dia chi phong, vi du 215 la biét tang 2., 110
la biét tang 1... Ngoai ra tranh nguy cag danh dia chi sai, trung lap s0

phong...

Tuong tu viéc phan chia 1khai IP to thanh nhiéu phan, moi phan gan
cho 1 phong ban riéng sé gilip ngudi quan tri dé quan li, vi du: dai
192.168.1.0/24 cho phong KeToan, thi nhin vao 11P 192.168.1.100 la biét
user cua phong ketoan.

Ngoai ra con cé thé ting tinh b3o mat : vi du cdm céac phong khac
nhau truy cap sang nhau....

3. So sanh static route va dynamic route

Static and Dynamic route

Khi ban di tir nha t&i nai lam viéc, ban cé thé di 1 dudng minh thich va
quen thudc nhat hoac la ban md google map ra va xem doan dudng
nao tdi cong ty bi tac nhat dé tranh.
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T6i hay di dwdng nao quen thudc nhat ma khong can xem google map
(twong duong vai static route) di nhanh ma khong phai nghi (8 ton
cpu) ,nhung co thé gap tic dLro’ng hoac duang dang sira , hoac su
co..thi sé phai chap nhan cho hét tic méi di t|ep

Néu trudc khi di toi dung google map xem trudc, tim doan nao ngén
nhat, it tic nhat..tuang ¢ng véi dinh tuyén déng, cic thdng tin vé tic,
d6 dai twong &ng v&i metric trong giao thirc dung dé tinh chi phi. Chi
phi cla tuyén nao nhé nhat sé dudc chon. Tuy hai ton time tinh toan
nhung bu lai tim dugc dudng on nhat.=> tuang tu dinh tuyén dong

4. So sanh IP private va IP public

IP private and Public

IP private tugng tu nhu dia chi ca cac do vat trong nha riéng cta
ban, chi cic thanh vién trong gia dinh cGa ban mdi biét va cé thé tim
dugc. Vi du cai tivi thi & dia chi “phong khach”, cai ban & dia chi "trong
bép”, cai 40 & “trong td”. Nhirng dia chi nhu nay chi cé ngudi trong nha
biét, con vi du khi ban mua hang trén shopee ban khong dit dia chi
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nhan hang la “trong bép” dudc. Vi “trong bép” la qua chung chung, nha
nao cling co bép. Ban phai chi ré dia chi nha trén ban do google map
cha han.

Trong khi d6, IP public (vi du 203.112.1.1) giong nhu dia chi nha cla ban
trén ban do, dé shiper mang hang dén, 1 dia chi duy nhat, khdng nha
ai trung nha ai ca.

Khi ban gUi d6 vat cho 1 ngudi ban cGia minh, ban ra buu dién chuyén
phét cling can ghi dia chi nhan la di chi public ca ho, ch( khong dudc
ghi dia chi nhu “bép nha ban A”, “phong khach nha ban B”. Va dia chi
gUi ban ciling can ghi dia chi public ciia nha ban. Tuong tu khi cac goi
tin di trén internet, ca dia chi glri va nhan déu phai la ip public.

5. NAT

Trong vi du trén, khi ta g 1 do vat tir trong bép (private address) dén
nha 1 ngudi ban & xa. Thi ta can dién dia chi g{i |3 dia chi public trén
ban do cla nha ta, con dia chi glri cling | dia chi public cla nha ngudi
ban.

Trong mang may tinh, khi ta ping tir dia chi may tinh 192.168.1.10
(private) dén dia chi public, vi du 8.8.8.8. Thi viéc bién dai ip
192.168.1.10 thanh ip public ciia nha, goi la NAT (network address
translation)

Va do trong nha cé nhiéu IP private nhu may in, laptop, PC... nén khi di
ra ngoai internet, nd sé chung 1P public cta nha, day goi la NAT
Overload (dudc thuc hién trén modem mang cta nha)
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nat overload

PC

MODEM e google.com DNS
Printer (8.8.8.8)
Laptop

6. Switch layer 2 va router
- Khi nha ban |3 mét can & trong 1tang cla chung cu, cac nha
trong tang d6 & 2 bén hanh lang, ban mudn di sang cac nha khac
chdi, ban chi can di ra hanh lang roi vao g6 clra nha mudn vao, ho
m& cra cho ban vao. Cac nha trong tang nay sé dugdc danh sé lien
nhau, véi s6 1 & dau, vi du nha ban [a dau xém , danh sb6 100, cho tdi
nha cudi la 120. (day goi la dai s 1xx)

- Twong tu, cac tang khac ciing dung dai sé 2xx

- Switch layer 2 ciing giong nhu cai hang lang ciia moi tang, cac
nha trong tang khi can giao tiép chi can di ra hanh lang roi cé thé
vao nha khac.

- Céc thiét bj cim vao cling 1 switch layer 2 chi can d&t dia chi IP
thudc cung 1 dai la giao tiép dudc vai nhau

- Khi ban tU tang 1 mudn lén cin phong cé dia chi 205, thudc tang
2. => thi ban phai ra thang may hoac (cau thang bd) dé chuyén lén
hanh lang tang 2, réi mdi tim dén phong 205.

=> Router giong vdi cai cau thang (hodc thang bd), dung dé di

chuyén gitra cac IP cla dai mang khac nhau, vi du tir 192.168.1.10 1én
192.168.2.20
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cau thang &
router chiic nang
giéng nhau
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7. Telnet

Cisco switch

S

switch tra vé két qua

Telnet (3 giao thic truy cdp tir xa, vi du cé 1 ngudi ngoi tir xa vdi 1 may
tinh thdng mang vdi thiét b, Ngudi d6 dung giao thic telnet dé guri cac
l&nh tdi thiét bi, vi du lénh show run, show ip int brief.. Sau d6 switch
tra vé két qua cla cac lénh, hién thj trén man hinh may tinh cda ngudi
do.

Tudng tu vai viéc 2 ngudi ndi chuyén & nai cong cong, ngudi A hoi gi
va ngudi B tra oi ndy. Tuy nhién giao tiép kiéu nay cé 1 nhudc diém La
cac thong tin nhay cdm sé bj xung quanh nghe thay, vi du ngudi A hdi
ngudi B mat khau vao may tinh (a gi, d& ngudi A mugn 1 lic..Dé an
toan thi ngudi A va B cé thé chuyén sang nhén tin bang dién thoai,
xung quanh sé khong nghe dugc ho trao doi gl.

Tuong tu thi cic ban tin trao ddi bang giao thirc telnet s& & dang
thuan text, va cic phudng tién bat géi nhu wireshark s& nhin thay
toan bod ndi dung trao dai. Vi vay nén dung SSH dé ddm bao an toan, vi
théng tin SSH d3 dugc ma hda trén dudng truyén, cé bit dudc géi thi
cling khong hiéu dudc ndi dung.



bit.ly/lab-network https://hainguyenit.edubit.vn

8. Chia VLAN va Chia subnet lién quan gi téi nhau
Khi cong ty cé nhiéu phong ban thi méi phong ban sé dudc chia ra
thanh 1 VLAN nao d6, vi du ketoan vlan 100, NhanSu vlan 200,..

muc dich dé thu nhé mién broadcast , vi du nhu 1 may trong vlan bi
virus, nd auto lay sang toan bo vlan do thi cdc may cung vlan sé bi
nhiem, con cac may khac vlan thi kha nang bi nhiem khé hon.

Mbi vlan s& goém céc port trén switch, vi du cic may Ketoan cim vao
port 10,11,12,15 sé cho vao vlan 100.

Nhung cau hai dat ra la chia subnet va chia VLAN c6 lién quan gi
nhau khéng? => Cau tra Li 13 né BIBOIVEINHAU. Ching han nhu sau
khi quy hoach vlan 100 cho KeToan, vlan 200 cho NhanSu, thi ban dat
IP cho m6i phong ban nhu nao, cha (& lai chung 1 subnet 3 10.0.0.0/8 ?
(thuc té 13 khdong dat chung subnet dugc)

=> Cau tra Ldi la moi phong ban vira can 1 VLAN khac nhau, vira can
dai IP phai khac nhau.

Vi du ketoan , vlan 100, dai IP la 10.0.1.0/24
vlan 200, Nhan Su, dai IP 1a 10.0.2.0/24

9. OSPF (Thuat toan link state)

Ta c6 thé coi mang may tinh nhu 1thanh phd, gom céc nga tu, tai moi
ng3 tu cd thiét bi chi dudng cho cac thiét bj cé thé dén dich (thiét b
nay tuong tu router). Dich & day cé thé la cac nha hang, quan &n, siéu
thi 6 2 bén duong.

Cac thiét bj tai nga tu sé gli cho nhau cac manh nhé théng tin , noi
dung la vé khodng cach tir nga tu tdi cac dich nhu nha hang, siéu
thi..& trén doan dudng noi truc tiép véi nga tu dé. (Tuong tu nhu LSA
trong OSPF, chira cac cost tu router tdi cac dai mang LAN connected
truc tiép vdi nd, va IP cla cac port router, area..)

K&t qua la moi thiét bj & nga tu déu cd cadc manh thdng tin giong
nhau. (Trong OSPF goi la LSDB database)
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Dua vao cac manh thang tin d3 dudc dong bd, cac router sé tinh
duong di tot nhat den moi dich trén ban do mang.

siéu thi

(&=

nga tu 2

nga tu' 1

(Router 1)
guan an

Luu y la OSPF tuy goi la thuat toan link-state, nhung cdc manh
thong tin no glri cho nhau khong chira cac state nhu duong nao
dang nghén, bang thong dang dung la bao nhiéu, tir d6 viéc chon
dudng nhiéu khi khong thuc su toi wu khi nhiéu dudng cao tai gids
cao diém, nhung van dudc chon=> D3y la 1 nhudc diém cua cac
thuat toan dinh tuyén truyén théng, va dudc cai thién trong cong
nghé SDWAN.

10. EIGRP (Thuat toén distance vector)

Trong mot mang gom cac node chay dinh tuyen distance vector,
moi node sé tim du‘o‘ng di ngan nhat tdi moi dich trén ban d6. Sau dé
no sé gui két qua tot nhat do sang hang xom, gia st A gui sang hang
xom B, bao la du‘o‘ng di ngan nhat tur toi sang “quan nhau X" co chi phi
di lai la 100k VND, dong thdi B ciing nhan dudc théng tin tir C gii sang
vdi ndi dung “ t6i di sang X chi mat 50k VND".
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A 100k VND

: e,f—/ \que’m nhau
—

c 50k VND

Khi day B sé chon di theo C, vi chi phi nhé han.

V3y distance vector la mdi router s& quang cdo tuyén dudng ngin
nhat tr minh dén dich sang hang xom, tur @6 hang xom can nhac di
theo dudng nao tot nhat.

11. ACL (Access control list)

Vi du, gid s&r mdt toa nha cé nhiéu tang va moi tang cé mdt so phong
khac nhau. D& ddm bao an ninh, cic nhan vién bao vé sé dirng canh &
cac cUa, ho sé co danh sach nhirng ai dudc vao, va thai gian dudc vao.
Nhirng nguci khong co tén trong danh sach nay sé khong dudgc phép
vao toa nha hodc chi dugc phép vao mét s6 phong khdong quan trong.
Twong tu, trong mang may tinh, ACL dugc ap dung tai cac diém khac
nhau trén mang(cac céng cla router) dé quén ly quyén truy cap vao
cac tai nguyén mang, vi du nhu dla chi IP nao sé dudc cho phép hoac
bi chan, tuy thudc vao cac quy tic dugc cau hinh trén router.

Vi du cau hinh chan ip 10.1.2.3 khong cho truy cap server 192.168.1.100

ip access-list standard

deny ip host 10.1.2.3 host 192.168.1.100
permit ip any any

exit

int e0/0
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ip access-group 1in

12. ARP
Khi ta di vao clra hang sach can tim mua 1 cuén sach, ta sé viét tén
sach mudn tim va dua cho c6 nhan vién tim h, tir d6 nhan vién sé
tim xem sach dé & ké s6 may, néu biét thi co sé di dén ké d6 va lay
sach ra, con néu nhan vién (mdi vao lam viéc) khdng biét thi c6 ta
sé hoi cac nhan vién khac xem sach nay ¢ dau, tr d6 nhan vién nao
biét sé di 3y va mang ra dua cho ngudi mua.

Tuong tu trong sg d6 dudi:

|

I switch

PC switch

ping 8.8.8.8

switch

Khi PC ping 8.8.8.8, n6 sé guri goi arp, hoi dia chi mac cua 8.8.8.8 la
gl (MAC tuong tu nhu dia chi cta ké sach). Switchl sé guri goi tin
arp (tuong tu phiéu ghi sach can tim) ra toan bd 2 switch con lai dé
hoi xem c6 ai biét MAC cla 8.8.8.8 la gi khong. (Switch tuong tu
nhan vién thu vién)

Né&u cé switch nao gin véi 1PC cé IP 2 8.8.8.8 thi nd s& biét MAC
twong ng, va tra lai lai cho PC ban dau, vi du: MAC cua 8.8.8.8 la
AAA-BBB-CCC.

Trén switch dé show méac, ta dung lénh show mac address-table
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13. Quality of Service

Gia sir ta cé 2 con dudng trong thanh phé giao cit tai nga tu. Néu
xe c it thi khdng can canh sét dirng phan luSng Tuy nhién vao gic
tan tam lu‘o’ng traffic do ra duong rat nhieu. Neu khong ai nero’ng
ai s& dan dén un tic kéo dai. Gid sir cé 1 xe cap ctru dang can di gap
cling sé khong thé lach lén trén ma di dudc.

Tinh trang traffic chay trong mang cling nhu glao thong gid cao
diém, gO| tin nao cung mudn dé di nhanh nhat c6 thé. Khi lugng gm
tin di vao qua kha nang xu li cta router thi sé bi nghén. Vai tro cua
CSGT va deén giao thdng gidng nhu cac lénh QoS trong router,
switch.

Vi du QoS sé set cho traffic voice dudc uu tién chuyén mach trudc
cac trafic https, hodc uvu tién cho gdi tin tir 1 IP cu thé nao dé dudc
di trugc.vv

Trong router, moi cong sé cé b nhd dém (RX ring) dé chira gdi tin
di vao va chd, sau d6 gdi tin di vao input queue, va dugc chuyén
mach. Néu khdng cé QoS thi géi nao dén trudc dugc chuyén mach
trudc. K& ca cac goi critical néu dén sau ciing phai chd géi khong
quan trong néu né dén trudc. QoS sé gilip nhit cac gdi quan trong
hon va cho én input queue trudc. (Tudng tu véi chiéu out thi la TX
ring va output queue).

14. Spanning Tree

Tudng tugng ban vao 1 nha sach va tim sach bang cich héi nhan

vién sach X & cho nao, sau d6 co ay sé di l3y cho ban. )
Gia sUr clra hang sach cé 3 c6 nhan vién 1,2,3. Néu ¢ NV1 biét cho
cudn sach X thi co ta sé lay ra dua cho ban.

NEu c6 NV1 nay khdng biét & dau thi hdi c6 NV2.

Néu c6 NV2 ciing khdng biét, s& hdi c6 NV3

Néu c6 NV3 khong biét, cé kha ndng c6 sé lai hdi c6 NV1 ban dau.
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C’ nhu vay sé gay ra vong lap ma khong cé hiéu qua. (Trong
network gO| la LOOP)

Vi vay nguai quan l| sé chonralco g|0| nhat, gla su la NV3, khi co
nay khong biét cuon sach & dau thi viéc tim kiém két thic, va xac
nhan la KO c6 cudn sach do.

Khéach hang hoi NV1

NV1 ko bié't====>H6i NV2 ,

NV2 ko biét ====>H0| NV3,

NV3 khéng biét, KET THUC, CHU KHONG QUAY LAI HOI NV1

TLro’ng tu trong spannmg tree, khi cac switch noi vo’| nhau thanh

vong kin, thi moi vong kin sé chic chén bi khéa 1 cong, dé cit dut
vong, tranh tinh trang hoi nhau mai mai (goi la LOOP). Vi du co 3

switch nhu dudi:

hoi mac cla 8.8.8.8 la gi

\

swi % sW3

e

ping 8.8.8.8

sSw2

Ban tin ARP (héi MAC cla 8.8.8.8) sé bi dirng tai switch 3.

Piém khac ctia mé hinh so vdi vi du 3 c¢6 nhan vién trén & cho La:
cac switch bau chon dua trén {MAC,priority} clia cong nao nhé nhat
s& lam root switch va khdng bj block, chir khdng dya vao “ai gidi
nhat”
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15. Boardcast

Broadcast tuang tu nhu khi loa phat ra am thanh, tat cd moi ngudi
trong 1 phong cling nghe thay.

Tuong tu trong mang may tinh, broadcast la 1 dia chi IP ma khi 1 PC
c6 IP 192.168.0.100/24 mudn truyén tin ra moi may khac cung dai IP,
thay vi glri thi cong tdi tirng IP cla cac may, thi no sé gui tdi dia
chi IP broadcast cua dai, (192.168.0.255), thi cac host dai
192.168.0.0/24 sé& déu nhan dudc.

0 day 192.168.0.255 la dia chi broadcast clia dai mang 192.168.0.0/24



